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Requirements

1. Compatible with ESXi 5.0/5.1/5.5/ 6
2. ESXi full or evaluation version (not compatible with free version)

3. vSphere Management Assistant (vMA)
Installation Procedure

1. Please confirm your license type. Only full or evaluation supports this function. You can check
the license type from “Configuration > Licensed Features.”
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2. Download vMA from VMware website (the version of vYMA must be same as ESXi). For example,
if using “ESXi 5.5” download “vMA v5.5”.

T

« C O hips /developercentar vimware com wet

vSphere Management Assistant for vSphere 5.5

paoaf

t that supDors n

Note: The vSphare Management Assistant build has been refreshed, Plesse download the newest relonsed
bullg.

Documantatien
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3. Unzip vMA and deploy to ESXi. If the environment has more than one ESXi server, vMA should
be deployed to the last ESXi server, or you can deploy vMA in all ESXi servers.

% 10.1.10.220 - vSphere Client 1 Deploy OVF Yemplate
Ble Edt View Igveniory Mmmm Llu:-nu Soiria
Hew P Lootory bl Select S source locaton
|
T 1
Repart ’ mmou sk
|
Boowe VA Markeglace Gatting
|| [ aedea
! 4
Deoloy Som s fle or URS
Ext Hexi x
Brocd EIWMA 5. 1.0.0 7223 LWk = 1.0.0- 782351 OvF iR
v Enter 2 URL 10 dovnkoad and nstal the OVF package from e Intemat, or
s specify 3 location accessbie from your computer, such 35 2 ‘oo have dive, &
retwork shace, or 8 CDDVD drive
a3
Fu-d
| softwar
i 1
> Liocet
-4
< > €
Recent Tasks it or Status cond
i { Heo Back Next » Cancel I i)

4. Boot up VMA. It will ask you to configure the password while installing. NOTE: Default
account is <vi-admin>
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= 10.1.10.220 - vSphere Client

File Edit View Inventoryr Adwmindstration Plug-in: Help

@ £y Home b gf] Inventory [ [E Inventory
Bl S B ERE D R
= 10.1.10.220 vsphere Management Assistant (vMA)
73 | wSphere Management Assistant {vMAa)
g

11 win?

localhost login: vi-admin
Password: _

5. Use <sudo passwd> to change root’s password. Then change to the root account by using <su

root>
vi-admin@localhost: root> sudo passuwd
vi-admin’s passuord:
Changing password for root.
New UNIX password:
Retype new UNIX password:
Pa=z=zword changed.
vi-admin@localhost: root> =zu root
Passuword:
localhost:™ # _

6. Type <vifp addserver [server IP]> to add ESXi server to vVMA (requires ESXi server root
password). Then type <vifp listservers> to confirm if it was added. If you want to remove ESXi

server, type command <vifp remove server[server IP]>.
localhost:shome # vifp addserver 10.1.1.200
root@10.1.1.200"'s passuword:

localhost:” # vifp addserver 10.1.5.205

rootR10.1.5.205°s passuord:

localhost:™ # vifp listservers
10.1.1.200 ESXi
18.1.5.205 ESXi
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7. Uncompress the shutdown daemon to the folder you want by typing <tar xvf
Sd_ESXi_HA_TSB_v090b3.tar>

localhost:~R4SD # 1s

localhost:~-R43D # tar xvf 3d_ESXi_HA_TSB_v030b3.tar

Sd_ESXi_HA_TSB~

Sd _ESXi HA T3Brinstall.sh

Sd _ESXi HA T3Broslist
Sd_ESXi HA T3B-uGuard.tar.gz
Sd_ESXi HA T3Brunins.sh
localhost:-R48D #

8. Type <./install.sh> to start install shutdown daemon and then input RemotEye IP address.
localhost:-R48D,8d ESXi HA TSB # lIs
oslist -
localhost:/R43D-3d _E3Xi HA _TSB # |.~install.sh

66 36 36 FE I

03 TYPE:Linux

03 NAME :SuSE

6 36 36 36 FE I

Input RemotEye IP Address:_
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9. Finish the configuration settings, see below.

FEIE I FEIE I
Input RemotEye IP Address:10.1.1.25

Input Client Name (Max 28 bytes & Only allow English, Number, - and _J(Default R
ocot):

Warning Beep On?(Y¥/n)

Shutdoun delay time is 120 seconds?(Y¥ nln

Input shutdoun delay time(0765535):30

Estimate script file running time is 120 seconds?(Y¥s/n)
RemotEye Event Polling Rate is 10 seconds?(¥/n)

Input shutdoun script path:

Shutdown Enable?(¥/m)_

FE I 36 FE I FEIEFE

Input RemotEye IP Address:10.1.1.25

Input Client Name (Max 28 bytes & Only allow English, Number, - and _J)(Default R
oot):

Warning Beep On7?(¥Y/m)

Shutdoun delay time is 120 seconds?(¥/n)ln

Input shutdoun delay time(0765535):30

Estimate script file running time is 120 seconds?(¥/n)
RemotEye Event Polling Rate is 10 seconds?(¥sn)

Input shutdouwn script path:

Shutdown Enable?(¥/nly

RemoteHostIP = 10.1.1.25
ClientName = Root

WarnBeep = 1

;1 = TRUE(default): 8 = FALSE
ShutdounDelayTime = 30
ForceShutdouwnDelay = 120
PollingRate = 10

Shutdoun3cript =

ShutdouwnEnable = 1

;1 = Enable(default): 0 = Disable

Press any key to contiune.....
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uGuardsscriptssyssmenu_control.sh
uGuard-scriptrssyssmenu E3Xi config.sh
uGuardsscriptrssyss-menu_log.sh
uGuard-script-ssys-sendmsg.sh
uGuard-scriptssys-uginit.sh
uGuardsscriptrssyssuginit _hpux.sh
uGuard-scriptrsys-suGuard.conf
uGuardsscriptssys-uGuard . help
uGuard-scriptrssys-suGuard E3Xilist.conf
uGuard-scriptrssys-suGuard zshutdownorderlist.conf
uGuard-scriptssys-ug boot
uGuardsscriptssys-ug killbg.=sh
uGuard-scriptssys-ug_msg.sh
uGuard-scriptssys-ug_run.sh
uGuard-scriptssys-ug_run_old.sh
uGuard-scriptssys-ug Unload
uGuard-scriptr-sys-UER3SION
uGuardsscript-uGuard.=sh
uGuard-scriptrsusrs
setcruGuardsscriptssys-uginit.sh

Enter retcruGuardsscript folder for rumming wGuard.sh

Execute shutdown client software now?l(y-ml
u_
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10. Setting ESXi server list

uGuard Version ! uGuard-0.9.0.b3
uGuard 3tatus : Stopped
uGuard Configuration
uGuard Control
uGuard Status
uGuard Log
E3Xi server List Configuration
. Exit
lease Enter Your Choice =>5_

uGuard Version ! uGuard-0.9.0.b3
uGuard Status : Stopped
E3Xi setting
E3Xi setting
ESXi setting
E3Xi setting
E3Xi setting
. Return to previous menu
lease Enter Your Choice =>1_

ESXi 1 Config

ESXi 1 IP Address :10.1.1.200
ESXi 1 Account ‘root
3. ESXi 1 Password D
Return to ESXi Config Group Menu
Please Enter Your Choice =>_

11. Select uGuard control and start the program

uGuard Version : uGuard-0.9.0.b3
uGuard Status : Stopped
uGuard Configuration
uGuard Control
uGuard Status
uGuard Log
E3Xi server List Configuration
. Exit
lease Enter Your Choice =>Z2_
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uGuard Version : uGuard-0.9.0.b3
uGuard 3tatus : Stopped

Start the program nou.

Start the program at next boot time.

Stop the program.
Stop the program, don’t restart at next boot time.
Suspend progranm
Resume progranm
Return to previous menu
lease Enter Your Choice =>1_

12. Check client list from “Protected Client” in RemotEye 4
\' RemotEye® 4 Multi-Protocol UPS Manager TOSHIBA

DASHBOARD UPS MONITORING UPSMANAGEMENT EMD SETTINGS Guest

UPS MONITORING Protected Clients Description

@®UPS Data General - Shutdown  Connected Number Index

®input Parameter Index IP Address Client Name Delay{Secs) Time Test

@®0utput Parameter 5 1041 201 Root 120 U1-08-2016 This field shows the serialized
@®Battery Parameter o 03:08:51 index numbers of the RemotEye

®UPS Home Group 4 registerad clients that are

|.F‘|'|Jtectecl Clients | running during the execution of
®Alert Center 219 EFSQEELEJE 4 Shutdown
®History Logs pplic .

L L L L BE 2

Mumber of Protected Clients: 1
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13. Install VMware Tools to each client OS “Inventory > Virtual machine > Guest > Install/Upgrade
VMware Tools”.

0110220

Bl T8 Viy lgeabry Aesosson Thgae Help

a u Tl Muchae b j v
| ] Gl
| u ’ Sragubot | Enter Fall Scrven (Ch Al Finier)

end Caelindel
EataDlipgrade YMyws Tool

gv‘ﬂ"!

14. NOTE: VMware Tools and vMA version should match with ESXi Server. We suggest you should
install the appropriate vMA version and VMware Tools version.
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o
3
ESXUESX version | Virtual hardware version
= T ——— | —— e
2 @ - L YT
< - -
3 ey P poind = -
- o ® . -
? Jodyties . =
'] -
'
e 0 P L
H—
.
L)

vMTool Version 8 vMﬂ.ﬂ»,g‘":\” 8 :
m——_ 4} s yMTlool Version 8§ O L TSRSt " vMTool Version 10
LV M VM (VM ! VI VM m/ ¥
A b , P t vMTool 10N 10 H 5 0 o Ity : vMTool Version 10
* Yy | (VMM e/
| i | 4

VM VM VM
5 6 ? L} B % %
/1 vMA 5.5.0 BUILD-1387931
/1 vMA 5.0.0 BUILD1283415
VMA VMA Loy

10.1.7,254 =
7254 10.1.8.254

ESXi 5.0 (S5t Disabled) ESXi 5.5(55H Disabled)
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15. Setup finished. Now do a shutdown test on a non-production server via RemotEye 4 web
interface. Go to “UPS MONITORING > Protected Clients” and select the “Test” check box and
click on the “Send Shutdown” button below. NOTE: Please do this only to a NON-Production
ESXi server!

' RemotEye® 4 Multi-Protocol UPS Manager TOSHIBA

DASHBOARD UPS MONITORING UPS MANAGEMENT EMD SETTINGS Guest

UPS MONITORING Protected Clients Description

@UPS Data General " Shutdown Connected Number Index

®Input Parameter Index IP Address Client Name Delay(Secs) Time Test

@®Output Parameter 4 10.1.1.201 Root 120 0062016 This fizld shows the serialized

®Battery Parameter Y 03:08:51 index numbers of the RemotEye

®UPS Home Group 4 registered clients that are
_pr otected Clients running during the execution of

.Al:en Center the RemotEye 4 Shutdown

@®History Logs application.

Laa L L BE

Number of Protected Clients: 1

uGuard Version ! uGuard-0.9.0.b3
uGuard 3tatus : Running

1. uGuard Configuration

2. uGuard Control

3. uGuard 3Status

4. uGuard Log

5. ESXi server List Configuration
0. Exit

P

lease Enter Your Choice =>

*xx Broadcast from uGuard.sh at Thu Jul 7 07:11:46 UTC 2016
System will shutdouwn after 30 seconds

NOTE: If you want to return to uGuard main menu, please execute uGuard.sh that path is
“/etc/uGuard/script”
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localhost: s3I B T3B # cd setcsuGuardsscript~s
localhost: ; ;

iﬁéalhbxt

[ i menu ]

uGuard Version : uGuard-0.9.0.b3
uGuard Status : Running
uGuard Configuration
uGuard Control
uGuard Status
uGuard Log
E3Xi server List Configuration
. Exit
lease Enter Your Choice =>_
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Help
The uGuard Service help manual displays all of the parameters that can be used. You can type
</etc/uGuard —h> to show RemotEye Service help manual page.

localhost:/R43D-3d_E3Xi HA_T3B #|-etcsuGuardsscriptsuGuard.sh -h
.~uGuard.sh [hl[vl[sS1[uUlld]llr1iplll]llellglloO]

This manual page

Show revision information.

Start the program now.

Start the program now, and restart at next boot up time.

Unload program nou.

Unload program now, and don’t restart at next boot time.

Suspend program.

Resume program.

Probe the status.

List configurations.

Modify configurations.

See log.

Modify shutdown order configur file and enable function.

Disable shutdown order function.

Lawm

oo 0 -~ N aACS

Uninstall
To uninstall uGuard, execute <./unin.sh>

localhost: - R43D,8d_E3Xi HA_T3B # ls

oslist
localhost: - R43D,8d ESXi HA T3B #| .-unins.sh
Are you sure to uninstall now?(ys nly
Unload previous installation

uGuard-0.9.0.b3

uGuard.sh stopping...

Do you want to remove log file?(y- nly
Uninstall successfully.
localhost: R43D,3d ESXi HA TSB # _
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How to add ESXi Server
ESXi client software support 1~5 ESXi servers, below is how to add ESXi Server:

localhost:”™

1. Type <vifp addserver [server IP]> to add ESXi server in vMA.

# vifp addserver 10.1.5.205

rootR@10.1.5.205’s passuord:

uGuard
uGuard
uGuard
uGuard
uGuard
uGuard

2. Setting ESXi servers in uGuard main menu

Uersion ! uGuard-0.9.0.b3
Status : Running

Conf iguration

Control

Status

Log

ESXi server List Configuration

Exit

lease Enter Your Choice =>No virtwual machine found.

uGuard
uGuard
ESXi
ESXi
ESXi
ESXi
ESXi
Return

Uersion : uGuard-0.9.0.b3
Status : Running

setting

setting

setting

setting

setting

to previous menu

lease Enter Your Choice =>_
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For example, here are three ESXi servers. (ESXi 6.0.0, ESXi 5.1.0, and ESXi 5.5.0)

ESXi 6.0.0, (10.1.7.254) | ESXi, 5.1.0, (10.1.7.151) | £SXI, 5.5.0, (10.1.7.155)

vCenter 6 (10.1.7.253)
WinXP x86 (10.1.7.9) WinXP x86 (10.1.7.6)

vMA 6.0.0 (10.1.7.252) WinXP x86 (10.1.7.10) WinXP x86 (10.1.7.7)
(Sd_ESXi_HA_TSB_v090b2.tar)
WinXP x86 (10.1.7.8)

WinXP x64 (10.1.7.1) Ubuntu 13.04 x64 (10.1.7.101)

WinXP x64 (10.1.7.2)

It need add 3 servers (10.1.7.254,10.1.7.151, 10.1.7.155) in vMA(10.1.7.252) , and setting 1~3 ESXi
servers in “ESXi Config Group Menu”.
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Guest OS Shutdown Order Setup Example
Guest OS Shutdown order setting example:
WinXP x64(10.1.7.1) ->
WinXP x64(10.1.7.2) ->

WinXP(10.1.7.9) ->
vMA6.0.0(10.1.7.252)

ESXi 6.0.0, (10.1.7.254)

WinXP x86 (10.1.7.9)

vMA 6.0.0 (10.1.7.252)

(Sd_ESXi_HA_TSB_v090b2.tar)

WinXP x64 (10.1.7.1)

WinXP x64 (10.1.7.2)

Type/etc/uGuard/script/uGuard.sh —o and edit VMs shutdown order (using vi editor commands)
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localhost:/R48D~,8d ESXi HA T3B #
localhost :/R48D~,8d ESXi HA T3B #
localhost :7R43D-3d_ i Hﬂ"TS #
localhost :/R43D-3d_ {%fl “HA_T3B #
localhost:-R48D,3d ESXi HA T3SB # |vetc-suGuardsscript/uGuard.sh -o_

;Please enter shutdoun order, format flow "UMNIP=ip address”
;Please enter total shutdown order number for check.
TotalOrderNumber = O

UM1IP
UMZIP
UM3IP
UM4IP
UMSIP

{tcsuGuard-sscriptssys-uGuard shutdounorderList.conf"” 8L, 215C 3,13
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;Please enter shutdoun order, format flouw "UMNIP=ip address”
;Please enter total shutdowun order number for check.
TotalOrderNumber = 4

UM1IP 10.

UMZIP 10.

UM3IP 10.

UM4 1P 10.

o nu

<tcsuGuardsscriptssys-suGuard_shutdounorderList.conf"” ?L, 207C 7,19
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Shutdown Flow Procedure

Access ESXi server

List how many VM in this ESXi server

Compare shutdown in order list with VM in each ESXi Server
Event Triggered then shutdown VM in list till all VM shutdown
In meantime shutdown all VM that not in shutdown order.
Last, shutdown VMA

oOuAswWwNE

(" VM in Shutdown Order

) \
e

Cluster (ror DRS & HA)

E r\';M not in Sl.\ufc_iown Orcier
| A
0.5.7.954 l\"!-!.S.IS E
. ESXi 5.0 (SsH Disabled) ESXi 5.5(55H Disabled)’ l i :i : : l
""""""""""""""""""""""""" \ ‘ J

Compare shutdown list
with VM int each ESXi Server

Il Shutdown List in order ‘.' Not In Shutdown order @
| |
i |
! |
i \
: |
J

’
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One ESXi Server Shutdown Situation

'0.1.8,2!

0.1.7,254 !
\. ESXI 5.0 (SSH Disabled) ESXi 5.5(55H Disabled)’

Compare shutdown fist
with VM in each ESXi Server
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